












Mission Support Contract  Attachment  1 
Contract No: DE-AC06-09RL14728  Modification 012 

The following revisions are included with this modification: 
 
Section C, C.2.1.1.6 Cyber Security 
  
 
FROM: 
 
Unclassified Cyber Security 
 
The Contractor shall: 
 
• Implement a centralized Hanford Unclassified Computer Security Program establishing 

the Hanford policies and practices for Government-owned unclassified cyber resources.  
This Program shall be in accordance with the Office of the Under Secretary of Energy 
Program Cyber Security Plan (US PCSP).  
- Program elements will be documented in a Hanford System Security Plan (SSP), 

as outlined in the US PCSP. 
- The SSP describes the Hanford Management, Operational, and Technical (MOT) 

Security Controls conforming to National Institute for Standards and Technology 
(NIST) Special Publication 800-53, Recommended Security Controls for Federal 
Information Systems, High Baseline).  

 
TO: 
 
Unclassified Cyber Security 
 
The Contractor shall: 
 
• Implement a centralized Hanford Unclassified Computer Security Program establishing 

the Hanford policies and practices for Government-owned unclassified cyber resources.  
This Program shall be in accordance with the Office of the Under Secretary of Energy 
Program Cyber Security Plan (US PCSP).  
- Program elements will be documented in a Hanford System Security Plan (SSP), 

as outlined in the US PCSP. 
- The SSP describes the Hanford Management, Operational, and Technical (MOT) 

Security Controls conforming to National Institute for Standards and Technology 
(NIST) Special Publication 800-53, Recommended Security Controls for Federal 
Information Systems, Moderate Baseline).  



Mission Support Contract  Attachment  2 
Contract No: DE-AC06-09RL14728  Modification 012 

Section C, Clause C.2.2.1 Analytical Services, Detailed Scope and Requirements, 1st 
paragraph is modified as follows: 

 
from:   
 
Detailed Scope and Requirements: 

Waste Sampling and Characterization Facility (WSCF) Operations 

The Contractor shall provide a full range of organic, inorganic, and radiochemical 
analytical capabilities.  The Contractor shall analyze low-level radioactive samples (less 
than 1 mR/hr) at the WSCF laboratory in support of Hanford Site projects and other 
Hanford Site contractors.  The Contractor shall perform analytical determinations of a 
variety of samples submitted, including those for inorganic chemistry, organic chemistry, 
radiological chemistry, disposal of samples, radiological control support, standards 
laboratory/stockroom supplies, and Infrastructure support (such as, production control, 
quality assurance, and the laboratory information management system). 

to:  
 
Detailed Scope and Requirements: 

Waste Sampling and Characterization Facility (WSCF) Operations 

The Contractor shall provide a full range of organic, inorganic, and radiochemical 
analytical capabilities.  The Contractor shall analyze low-level radioactive samples (less 
than 10 mR/hr) at the WSCF laboratory in support of Hanford Site projects and other 
Hanford Site contractors.  The Contractor shall perform analytical determinations of a 
variety of samples submitted, including those for inorganic chemistry, organic chemistry, 
radiological chemistry, disposal of samples, radiological control support, standards 
laboratory/stockroom supplies, and Infrastructure support (such as, production control, 
quality assurance, and the laboratory information management system). 

C.2.2.9.1 Electrical Transmission and Distribution, and Energy Management detailed 
scope, 1st bullet is modified as follows: 
 
From: 
 
Detailed Scope: 

The Contractor shall: 

• Operate the Hanford electrical transmission and distribution system in a safe and reliable 
manner, consistent with mandatory Electric Reliability Standards. 

 
  



Mission Support Contract  Attachment  3 
Contract No: DE-AC06-09RL14728  Modification 012 

To: 
 
Detailed Scope: 
 
The Contractor shall: 
 

• Operate the Hanford electrical transmission and distribution system in a safe and 
reliable manner, in compliance with the requirements of the mandatory Electric 
Reliability Standards. 
 
 

C.3.1.5.2 Procurement, Construction, and Acceptance, Deliverables table is modified 
as follows: 
 
From: 
 
Deliverables: 

Deliverable 
DOE Contract Deliverable 

Due Action Response Time 

Baseline Change 
Control Process 

Approve 30 days 60 days 

Monthly Performance 
Report 

Review None Within 10 days after 
end of month 

Infrastructure  
Reliability Project 
Priority List 

Approve 30 days 180 days, annually by 
July 31 

Procurement, 
Construction and 
Acceptance Testing 
Plan 

Approve 30 days 120 days, with updates 
as required 

Purchasing System Approve 30 days 120 days, with updates 
as required 

Construction and 
Acceptance Testing 

Approve 30 days 120 days, with updates 
as required 

As-built Program 
Description 

Approve 30 days 120 days, with updates 
as required 

  



Mission Support Contract  Attachment  4 
Contract No: DE-AC06-09RL14728  Modification 012 

To: 
 
Deliverables: 

Deliverable 
DOE Contract Deliverable 

Due Action Response Time 

Procurement, 
Construction and 
Acceptance Testing 
Plan 

Approve 30 days 120 days, with updates 
as required 

Purchasing System Approve 30 days 120 days, with updates 
as required 

Construction and 
Acceptance Testing 

Approve 30 days 120 days, with updates 
as required 

As-built Program 
Description 

Approve 30 days 120 days, with updates 
as required 
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