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RL-719 (REV 10)
VISITOR HANFORD COMPUTER ACCESS REQUEST
A pre-requisite for completing the Visitor Hanford Computer Access Request is a (1) Hanford Identification Number (HID) and (2) a valid email address.  To request a Hanford Identification (HID) number, the requestor will need to fill out a HID request form (A-6004-350), which can be provided by the DOE-RL sponsor and then email this to *PeopleCORE_Data_Management@rl.gov or fax (509-376-9411) the completed form for approval.  An email address or fax number will need to be provided for return of the HID information.
Signature of this form is acknowledgment of having read and accepted all terms of this request as the account assignee.
RL-719 (REV 10)
Section 1:  Requestor Information
Employed by:
(Maximum 1 year - access expires after 60 days of inactivity)
Section 2:  User and Organization Rules of Behavior, and Computer Security Requirements, Restrictions and Responsibilities
1.
2.
5.
3.
6.
7.
I, the individual requesting use, along with my Organization acknowledge that DOE computers and computer systems are provided for the processing of official U.S. Government information.
User (Individual Requesting Use) and the Company/Business/Organization (organization) Rules of Behavior, and acknowledgement of restrictions and responsibilities are included in this section.
In compliance with the requirements of Office of Management and Budget (OMB) Circular A-130, Appendix III, as required by law under the Clinger-Cohen Act, all users of a Government computer system are required to be apprised of the rules that govern the appropriate use of such data processing resources.  To ensure compliance with regulations in this regard, the following conditions of use apply.  As a condition of system access, you are required to read the following, agree to the following, and sign at the bottom of this document.
I have no expectation of privacy on any information entered, stored, or transferred through DOE computers, host systems, or networks.
I shall not remove PII, in any form of media, from a facility.
I shall protect my Personally Identifiable Information (PII), and that of others, with due diligence, using the approved protection technologies mandated by DOE.  (Such information is considered Official Use Only.)
Personally Identifiable Information (PII). Any information collected or maintained by the Department about an individual, including but not limited to, education, financial transactions, medical history and criminal or employment history, and information that can be used to distinguish or trace an individual’s identity, such as his/her name, Social Security number, date and place of birth, mother’s maiden name, biometric data, and including any other personal information that is linked or linkable to a specific individual.
I will use the DOE computer, host system, and network only as authorized.
Accessing Government work files to which I have been given access permission requires that I abide by the Rules of Behavior described herein.
I and my organization will protect from unauthorized release, DOE Controlled Unclassified Information (CUI) on which regulations and/or controls are placed that limit availability, access, and/or dissemination.  This includes Unclassified Controlled Nuclear Information (UCNI), Naval Nuclear Propulsion Information (NNPI), Export Controlled Information (ECI), and Official Use Only (OUO) information.  This is in accordance with Federal law, DOE Order, and DOE guidance.
4.
Use of DOE computers, host systems and networks is restricted to authorized users and I am responsible for all actions taken under my user account or identity.
8.
I have been instructed on Remote Access security concepts and best practices.  I will not circumvent the protections that such access may be subject to (if applicable).
9.
10.
If I observe anything unusual or suspicious that indicates inadequate security, such as theft, misuse, or destruction of hardware, software, or data, misuse of this system, or virus infection, I will immediately notify the RL Host/Sponsor.  If I suspect PII has been compromised, I shall notify the RL/ORP Information System Security Manager (ISSM) at 376-2347 or e-mail ^Computer Security HLAN immediately, even if unconfirmed.
11.
I will follow DOE security procedures, official regulations, and policies applicable to computer systems operation, to include the DOE password policy.
12.
I will not use any DOE computer and/or the host system to gain unauthorized access, or attempt to gain unauthorized access, to other computers or computer systems.  Further, I will not use any DOE computer and/or the host system to launch denial of service, or attempt to launch denial of service attacks against other computers or computer systems.
13.
I understand that the host system and network is monitored to ensure information security, system integrity, and the limitation of use for official purposes.  By using the host system and network, I am expressly consenting to such monitoring and agree that any and all information derived from such monitoring, including connection logs between computers and my subscriber information may be used as a basis for termination of access or criminal proceedings.
14.
I also hereby consent to the opening of any stored files and/or electronic mail that may be stored either on the host system or on any DOE computer workstation by the RL Host/Sponsor, RL/ORP ISSM, RL/ORP CIO, or any individual duly authorized under color of law.  If such information has been encrypted by me, I shall freely provide the means of decryption to provide such access.
15.
I hereby expressly authorize the system administrator to provide the RL/ORP CIO and law enforcement personnel with any and all information pertaining to my alleged misuse and abuse of any DOE computer and/or the host system and/or network.
16.
I will implement controls to reduce the risk of theft or misuse of the hardware, software, and data.
17.
I further certify that I am not a Foreign National without the proper credentials to legally reside in this country and that my nationality is not from a country listed on the sensitive countries list as maintained by the Department of Energy.
18.
I, the individual requesting use, along with my Organization will be provided a copy of this agreement and understand that the RL/ORP Integrated Safeguards and Security Management (ISSM) will maintain the original.  (Refer to Section 4 Access Request Signatures for the Requesting User and their Organization.)
19.
I acknowledge that my access to DOE computers and computer systems is solely for the purpose of examining information and requesting clearance of documents on the behalf of my sponsoring organization.
20.
I understand that documents that I review, whether OUO or not, may not have been cleared for public release and therefore a release clearance must be obtained prior to public release.
21.
To facilitate the organization's involvement in the U.S. Department of Energy's (DOE) decisions regarding the cleanup of the Hanford Site, the organization authorizes a Point of Contact (POC) to examine information contained in DOE computers and computer systems on its behalf.  The organization further authorizes their POC to request that document(s) in such computers and computer systems, whether or not containing unclassified information be cleared by DOE for release to the organization.  The organization and their POC are listed in Section 4 of this access request form.
22.
The Organization acknowledges that its access to DOE computers and computer systems does not constitute a waiver of any privilege held by the Government, including the attorney-client privilege and the attorney work-product privilege.
23.
The Organization acknowledges that its access to DOE computers and computer systems does not create an obligation on the part of the Government to disclose documents not otherwise available to the public pursuant to the discovery rules stated in the Federal Rules of Civil Procedure and pursuant to 5 U.S.C. section 552, the Freedom of Information Act.
24.
The Organization acknowledges that the DOE computers and computer systems to which it is requesting access contain work files that are in many instances incomplete drafts and other pre-decisional documents that do not accurately reflect current DOE positions or policies.  The Organization acknowledges that inclusion within a DOE computer or computer system does not, by itself, indicate that a document is an official record of the Government's position regarding a particular policy or action.
25.
The Organization agrees that its access to DOE computers and computer systems is not a sufficient basis to claim entitlement to receive copies of documents not otherwise subject to disclosure pursuant to 5 U.S.C. section 552; and further agrees that it will not assert entitlement to any such documents in any forum based solely on its prior access provided pursuant to this Agreement.
The Organization agrees that this Agreement is for the purpose of facilitating review of environmental and natural resource data, and does not entitle the Organization to have access to all data contained in the HFC.  The Organization further agrees that DOE, at its sole discretion, may limit the Organization's access to particular databases within the HFC, such as information related to personnel, finance and similar information.
26.
The Organization agrees that if it, or its authorized agent, fails to comply with any of the conditions of access stated in this Agreement, then DOE may elect to terminate this Agreement and discontinue the Organization's access.
27.
28.
Remote user security and access requirements (only available to U.S. Citizens):
Visitor user obligations to protect the Hanford Federal Cloud (HFC) while using remote access are no different than DOE or DOE contractor obligations.  Remote users are required, and held accountable, to follow the DOE computer security rules and procedures at all times.  Remote access may only be used to perform authorized job functions related to official agency responsibilities and authorities.  Use of a SecurID token is mandatory for all types of remote access to the HFC.  All remote access users are expected to comply with the following Remote Access Policies.
All actions constituting a suspected or confirmed computer system infraction or violation of unclassified computer security must be reported to the RL Host/Sponsor, RL/ORP ISSM, or the RL/ORP CIO.
Do NOT share the SecurID token or PIN with others for any reason.  The SecurID token must be returned when it is no longer needed for remote access services.  Should the SecurID token become lost or damaged, the responsible agency will incur a charge for its replacement.  If the SecurID token becomes defective, it will be replaced at no additional charge.
Passwords and PINs are private.  Passwords or PINs may not be given to others for any reason, except as provided in the user acknowledgement of restrictions and responsibilities.  Passwords and PINs are NOT to be stored on any computer system or storage media in plain text or in an unprotected file.
HFC security is the responsibility of the user.  Systems may not be left connected to the HFC while unattended.  The remote user will be held accountable for any security problem associated with his/her account.
All remote access users must be familiar with and adhere to the following policies:
Section 3:  System/Database Application Access Listing - The following is a list of systems/databases the requestor will have access to upon final review and approval by the DOE-RL Sponsor.  If the requestor needs access to the Integrated Document Management System (IDMS) and/or the Solid Waste and Information Tracking System (SWITS), please check the boxes.
EDA - Environmental Dashboard Application
ERS - Environmental Release Summary
HANDI - Hanford Data Integrator
HEIS - Hanford Environmental Information System
HGIS - Hanford Geographic Information System
HMS - Hanford Meteorological Station
HWIS - Hanford Well Information System
SACS - Surveillance Analysis Computer System
TWINS - Tank Waste Information Network System
TCD - Tank Characterization Database (Available via TWINS link)
WIDS - Waste Information Data System
SWITS - Solid Waste & Information Tracking System
IDMS - Integrated Data Management System (only available to U.S. Citizens)
Remote Computer Access (only available to U.S. Citizens)
Additional Comments or Instructions can be entered here:
PRIVACY ACT INFORMATION STATEMENT
Collection of the information requested is authorized by the Atomic Energy Act of 1954, as amended, Section 145b, Executive Orders 10450, 10865, or 12968, and DOE O 205.1A.  The information placed on this form will be used in determining an individual's eligibility for DOE access authorization to Hanford data.  Disclosure of the information requested on this form is voluntary; however, if the information is not provided, the request for DOE access authorization will not be processed or DOE access authorization may be administratively terminated.  If DOE uses the information for purposes other than those indicated in this statement, it will provide notice of those additional purposes to persons who have submitted information on this form.
As requestor and representative of the Organization, I have read and understand all Rules of Behavior, and fully agree to all restrictions and responsibilities stated herein.  It is understood failure to comply with these rules may result in being denied access to Hanford Site information systems.
Section 4:  Access Request Signatures:
DOE Approvals:  Signatures to be obtained by appropriate DOE officials once form is received.
Email the completed, signed form to:  VHCAR@rl.gov, with subject line:  'VHCAR - Your FirstName LastName'.
The following signature certifies the requesting applicant has completed required computer security training and is familiar with DOE-RL computer security requirements.
The above signature certifies the person, for whom access is requested, requires Hanford computer access to perform their official agency responsibilities as assigned by management.
Requestor:
Signature
Company/Organization Security Point of Contact:
Signature
Company/Organization Manager:
Signature
RL Host/Supervisor:
Signature
RL/ORP Security (ISSM):
Signature
RL/ORP CIO:
Signature
Stephen W Desnoyers
8/20/15
DOE
Hanford Visitor Computer Access Request
Jill Berry
RL-719 (REV 10)
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