
THIRD-PARTY NONDISCLOSURE AGREEMENT 
FOR COMPANY (Part 1)

A-6004-037 (REV 1)

Mission Support Alliance, LLC (MSA) shall supply to [Receiving Company Name] (the Recipient) certain Controlled-Use 
Information associated with private and public Hanford Nuclear Reservation employees and/or business.  This information 
includes all Controlled-Use Information that, if disclosed to third parties for a non-governmental use, has the potential to 
damage governmental, commercial, or private interests if made available to persons who do not need such information to 
perform their jobs.  Controlled-Use Information includes the following categories:  Official Use Only (OUO), Unclassified 
Controlled Nuclear Information (UCNI), Applied Technology (AT), and Naval Nuclear Propulsion Information (NNPI).

In consideration, Recipient shall hold the Information confidential and not divulge any part of such Information to any person, 
firm, or agent whomsoever or whatsoever, nor allow the Information to be copied, transmitted, disseminated, or otherwise 
passed out of Recipient's custody or control, without prior written permission of the MSA Legal Services office.  However, 
Recipient may disclose the Information to other company members who shall abide with the terms and conditions of this 
Nondisclosure Agreement with MSA.  Recipient also shall not publish any article, report, announcement, or learned paper 
disclosing said Information without prior written approval of MSA Legal Services.  Remedies for any breach of this Agreement 
shall be governed by laws (including common law, contract, and equity) of the State of Washington and may result in 
disciplinary actions by Hanford Nuclear Reservation employers, including termination of employment.

Signature Signature

Printed Name/Title Printed Name/Title (MSA Legal Services)

Date Date

AGREED BY Mission Support Alliance, LLCAGREED BY "Recipient" Company

Application ID (Title & Acronym)



THIRD PARTY NONDISCLOSURE AGREEMENT 
FOR INDIVIDUALS (Part 2)

A-6004-037 (REV 1)

NOTICE is hereby given to the undersigned, the requesting user, that approval of access to computing systems containing 
Controlled-Use Information creates a responsibility to protect and safeguard the requested information from unauthorized 
disclosure or misuse.  Controlled-Use Information is unclassified U.S. Government information that has the potential to 
damage governmental, commercial, or private interests if disclosed to persons who do not need such information to perform 
their jobs.  Controlled-Use Information includes the following categories:  Official Use Only (OUO), Unclassified Controlled 
Nuclear Information (UCNI), Applied Technology (AT), and Naval Nuclear Propulsion Information (NNPI).

Individual access to electronically managed Controlled-Use Information is justified on a "need to know" basis, is for business 
purposes only, and was requested in accordance with the supplying application/information owners established process(es).  
When access to the application/information is no longer required, notification to the application owner will be made to retire 
access privileges.

Any proposed dissemination of information, either through electronic medium or paper copy, must be defined, Controlled-Use 
Information identified, marked, and protected.  The requestor of electronic managed information also agrees not to disclose, 
license, sell, distribute, make, transfer or assign to a third-party application the requested information in any new view or 
transaction without prior written consent of the supplying application owner.

If you receive, transmit, handle, or store information marked as one of the categories of Controlled-Use Information by the 
originator, you must take reasonable precautions to protect it.  Precautions include properly protecting the information when 
in use or in storage, properly packaging and marking off-site mailings, adhering to restrictions on electronic transmission (e-
mail, phone, fax), following the requirements for duplicating the information, processing and protecting the information across 
automated systems or networks, and destroying the information in an approved manner.

Failure to comply with the above restrictions shall result in immediate revocation of access to the information.  Further, liability 
for third party civil suits may result, and both civil and criminal sanctions may be imposed for the unauthorized disclosure of 
Unclassified Controlled Nuclear Information (UCNI).  Reinstatement may be considered upon the submittal of a written 
statement explaining the circumstances surrounding the unauthorized release, proposed actions to ensure proper protection 
of information and presentation of a reinstatement request to the supplying application owner.  NOTE:  Incidents involving the 
unauthorized disclosure of UCNI (actual or potential) must be reported to MSA Safeguards and Security immediately.  Any 
statements concerning the circumstances surrounding the incident will be provided at the request of, and under the direction 
of, the assigned Inquiry Official.

I, the undersigned, have read and understand the above statements and concur with all conditions and obligations.

Application ID (Title & Acronym)

Requesting User Name (Print) Requesting User Signature and Date
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