[image: image1.png]



Mission Support Alliance



Statement of Work

Title: Computer System Analyst - SharePoint
Revision Number: 0
Date: July 15, 2016


Statement of Work for

Computer System Analyst - SharePoint 


Revision 0

July 15, 2016
Prepared by:  Dan Gregory
	APPROVALS
	PRINT NAME
	SIGNATURE

	BTR*
	 Anel Suarez
	Approved vis Asset Suite


* Approval for Technical Content  

 
1.0 INTRODUCTION / BACKGROUND

The Mission Support Alliance (MSA) requires staff augmentation services related to their Information Management work scope at the Hanford Site. The staff augmentation personnel will provide support to the MSA Information Management Network and Computing Services organization.  

The Subcontractor is required to provide staff augmentation support as set forth herein:
2.0 Objective

Provide a qualified Computer System Analyst - SharePoint responsible for supporting the Information Technology (IT) enterprise system requirements of the MSA Information Management (IM) Network and Computing Services (N&CS) organization.
3.0 DESCRIPTION OF WORK – SPECIFIC  

The Computer System Analyst - SharePoint will provide Tier-3 troubleshooting support, working with the user support team and the operations staff to effectively manage and communicate issues and perform problem analysis to resolution. This includes providing recommendations on innovative and/or cost-effective options for delivering and/or improving enterprise SharePoint hosting services. SharePoint solutions support Hanford operations that run on a 24/7 schedule, therefore, call outs after hours shall be supported.  

The Computer System Analyst - SharePoint will manage the day-to-day technical operations and product management, monitoring system performance, configuration, maintenance and repairs. Work activities include integration with other systems, capacity planning, system-wide operation control, and task automation.  As such, leads problem-solving efforts often involving outside vendors and other support personnel and/or organizations. Duties include, but are not limited to: 
· Appling revisions, upgrades, and patches to application or system and host firmware and software. 
· Developing new system implementation plans, custom scripts and testing procedures to ensure operational reliability, high availability and system security. 
· Monitoring the health of SharePoint Farm, SharePoint Services, Workflow Manager, Configuration of Content Databases and Internet Information Server.
· Function as the MSA IT SharePoint Web Environment Point of Contact (POC) 

· Interact with SharePoint stakeholders throughout the MSA and Site organizations
· Develop statements of work for external SharePoint services, including consulting 
· Support MSA in planning and guidance requirements to implement key DOE initiatives and commercial best practices as it applies to SharePoint
· Assist MSA in building SharePoint performance metrics to measurements
· Develop and maintain cost, schedule and quality control, including reports on assigned SharePoint projects 
· Provide SharePoint liaison support with client representatives and/or vendors 
· Advises management of developments in the industry or on the Hanford Site that could affect the SharePoint environment, projects and client relations.
· Maintain and follow all MSA policies, procedures and guidelines.

4.0
Qualifications
Subcontractor shall ensure that its personnel meet and maintain the appropriate training, qualifications, and certification requirements as applicable.  
Technical Skills

The Computer System Analyst - SharePoint shall have thorough understanding of SharePoint 2013 Architecture, including farm topology, managed paths and site collections. In addition, the individual shall have experience deploying new and upgraded existing SharePoint Services, Farm Solutions, SharePoint Hosted Applications and Provider Hosted Applications, and possess a strong understanding of SQL database structures, principles and practices.
· Familiarity with the HLAN enterprise desktop and server environment is desired.
· Hanford Site experience is desired.
· Knowledge or experience with SharePoint 2013 Workflow Manager. 

· Experience with Team Foundation Server (TFS), SharePoint 2010 and 2013 Administration, PowerPivot and Performance Point. 

· Proficient knowledge or experience in SQL Server Reporting Services (SSRS). 

· Knowledge of Windows 2008r2 and Windows 2012 server environment. 

· Familiarity with active directory, Workflow Engine and IIS (Internet Information Server). 

· Microsoft SharePoint or other IT certifications. 

· Knowledge of industry best practices. 

· Highly self-motivated.

· Keen attention to detail.
Management and Work Skills

The Computer System Analyst - SharePoint provided shall have proven ability to effectively prioritize and execute tasks in a high-pressure environment and the ability to interact effectively and professionally with all levels of management, employees and customers by email, phone and in person. The individual shall be able to provide support during non-standard business hours and be on call 24 hours a day, 7 days a week as needed or as scheduled.  
Formal Education & Certification
The Computer System Analyst - SharePoint shall have BA/BS degree or equivalent combination of education and experience in Information Technology.

5.0
REQUIREMENTS

General
Subcontractor shall operate to MSA policies, procedures, and processes. MSA will supervise and direct the day to day work activities of the Subcontractor’s personnel.
For any work performed on the Hanford Site or any MSA controlled facility, the provisions of the On-Site Services Special Provisions, will apply to Subcontractor personnel.

5.1      Engineering Requirements

The below list of Hanford Site procedures, DOE orders and Code of Federal Regulations shall be considered, and incorporated when applicable, into engineering and development efforts, products, and/or services delivered in the execution of SOW requirements.
APPLICABLE ENGINEERING CODES AND STANDARDS

MSA IM Procedure & Requirement Documents
	Document Number
	Title

	IM-3000
	IM Procedure Administration

	IM-GD-301
	Document Review and Approval Matrix

	IM-3301
	IM Construction Work Control Process

	IM-3302
	Field Work Control

	IM-3501
	DOE-RL & DOE-ORP Correspondence Control

	MSC-GD-8959
	Publications Practices

	MSC-MP-41631
	Classified Cyber Security Management Plan

	MSC-MP-42292
	Classified Cyber Security Training Program Description

	MSC-MP-48356
	Unclassified Cyber Security Program Description

	MSC-PRO-10588
	Records Management Processes

	MSC-PRO-060
	Reporting Occurrences and Processing Operations Information

	MSC-PRO-10863
	Control of Notebooks and Logbooks

	MSC-PRO-112
	Control of Forms

	MSC-PRO-12491
	Software Accountability

	MSC-PRO-1547
	Intranet/Internet Management

	MSC-PRO-16677
	Production Readiness Review Board

	MSC-PRO-184
	Information Protection and Clearance

	MSC-PRO-211
	Administrative Record File and Public Information Repositories

	MSC-PRO-2149
	Electronic Mail Messaging System

	MSC-PRO-232
	Project Files Management

	
	

	MSC-PRO-24380
	Use of Government Owned Mobile Devices

	MSC-PRO-3002
	Consensual Listening-In to or Recording Telephone and Radio Conversations

	MSC-PRO-309
	Controlled Software Management

	MSC-PRO-31304
	Audiovisual, Cartographic, and Architectural Records

	MSC-PRO-32281
	Electronic Records Management

	MSC-PRO-417
	Controlling Prohibited and Controlled Articles

	MSC-PRO-47277
	Systems Engineering Control Board (SECB)

	MSC-PRO-589
	Mission Support Contract Management System Documents

	MSC-PRO-592
	Unclassified Computer Security

	MSC-PRO-595
	Transferring or Excessing Automatic Data Processing Storage Media

	MSC-PRO-597
	Information System Contingency Plans and the HLAN Disaster Recovery Plan

	MSC-PRO-604
	Controlled Information Numbering System

	MSC-PRO-715
	Photography and Video Equipment Acquisition and Rental

	
	

	MSC-PRO-8724
	Information Assets Transfer Process

	MSC-PRO-9679
	Control of Administrative Plans, Reports, Studies, and Description Documents

	MSC-PRO-9685
	Control of Speech Articles and Exhibits

	MSC-RD-10533
	Standards for Reproducing Information

	MSC-RD-10721
	Appropriate Use of Government and Personal Resources

	MSC-RD-10768
	Computer Software Requirements

	MSC-RD-11626
	Unclassified Computer Password Generation, Protection, and Use

	MSC-RD-12323
	Unclassified Computer Security Awareness Training

	MSC-RD-15672
	Telecommunications and Network Infrastructure Management

	MSC-RD-210
	Records Management Program

	MSC-RD-7406
	Remote Access to the HLAN

	MSC-RD-8310
	Document Control Program

	
	

	HNF-52725
	Hanford Federal Cloud System Security Plan

	HNF-53137
	Hanford Federal Cloud Policies

	HNF-53441
	Hanford Federal Cloud Roles and Responsibilities


Applicable DOE Procedure & Requirement Documents

	Document Number
	Title

	CRD M 205.1-4
	National Security System Manual

	CRD O 205.1B (Supp Rev 2)
	DOE Cyber Security Management Program

	
	

	36 CFR 1222
	Creation And Maintenance Of Federal Records

	36 CFR 1224
	Records Disposition Program

	36 CFR 1220
	Federal Records, General

	36 CFR 1222
	Creation And Maintenance Of Federal Records

	44 USC 3101
	Records Management by Agency Heads; General Duties

	44 USC 3506
	Federal Agency Responsibilities

	5 USC 552
	Public Information; Agency Rules, Opinions, Orders, Records, and Proceedings

	17 USC 506
	Copyright Infringement and Remedies, Criminal Offences

	18 USC 2319
	Stolen Property, Criminal Infringement of a Copyright

	36 CFR 1236
	Electronic Records Management

	CRD O 241.1B
	Scientific and Technical Information Management

	OMB Circular A-130
	Management of Federal Information Resources

	CRD M 205.1-4
	National Security System Manual

	44 USC 3105
	Safeguards

	
	

	CRD O 200.1A
	Information Technology Management

	36 CFR 1237
	Audiovisual, Cartographic and Related Records Management Records Management

	44 USC 3101
	Records Management by Agency Heads; General Duties

	44 USC 3103
	Transfer Of Records To Records Center

	44 USC 3309
	Preservations of Claims of Government Until Settled in General Accounting Office; Disposal Authorized Upon Written Approval of Comptroller General

	44 USC 3312
	Photographs or Microphotographs of Records Considered as Originals; Certified Reproductions Admissible in Evidence

	5 USC 552
	Public Information; Agency Rules, Opinions, Orders, Records, and Proceedings

	CRD M 205.1-5 (Supp Rev 0)
	Cyber Security Process Requirements Manual

	CRD M 205.1-6 (Supp Rev 0)
	Media Sanitization Manual

	CRD M 205.1-7 (Supp Rev 0)
	Security Controls for Unclassified Information Systems Manual

	CRD M 205.1-8 (Supp Rev 0)
	Cyber Security Incident Management Manual


 5.2      Environmental, Safety, & Health Requirements

The Subcontractor shall perform work safely, in a manner that ensures adequate protection for employees, the public, and the environment, and shall be accountable for the safe performance of work.  The Subcontractor shall comply with, and assist the Buyer in complying with environmental and safety requirements of all applicable laws, regulations and directives.

The Subcontractor shall exercise a degree of care commensurate with the work and the associated hazards.  The Subcontractor shall ensure that management of environmental and safety functions and activities is an integral and visible part of the Subcontractor’s work planning and execution processes.  As a minimum, the Subcontractor shall:
· Thoroughly review the defined scope of work;

· Identify hazards and environmental and safety requirements;

· Analyze hazards and implement controls;

· Perform work within controls; and

· Provide feedback on adequacy of controls and continue to improve safety management.

The Subcontractor shall flow down all environmental and safety requirements to the lowest tier Subcontractor performing work on the Hanford site commensurate with the risk and complexity of the work.

5.3      Quality Assurance Requirements

The work activities for this statement of work shall be performed in accordance with the following Quality Assurance Program standards. 

APPLICABLE QUALITY ASSURANCE STANDARDS

	Number
	Title

	MSC-PLN-QA-599
	Quality Assurance Program Description, Section 6.0, Design

	MSC-RD-IS-10768
	Computer Software Requirements

	MSC-PRO-IS-309
	Controlled Software Management

	MSC-PRO-ENG-20050
	MSC Engineering Configuration Management


5.4       Government Property

The Subcontractor will be responsible for managing the Government-owned property as required in the Subcontract Provisions:  
Desktop hardware and software

Hanford Site system software as applicable. 
6.0
PERSONNEL REQUIREMENTS

6.1
Training
A. Hanford site-specific general training requirements to safely perform this work will be designated by the Buyer’s Technical Representative (BTR).

B. The following types of training qualifications are required:

· Hanford General Education Training (HGET)/MSA General Education Training (MGET) is required.

· Other site specific training may be required as determined during performance of this scope of work.

6.2
Security and Badging Requirements

A. For any on site work, see Special Provisions – On-Site Services for details.

B. The Subcontractor shall wear a Buyer-issued security badge identifying themselves.  A minimum of two working days advance notice is needed for site badging.

C. Subcontractor employees will be required to submit to vehicle searches and not personally carry or transport certain prohibited articles.
D. A security clearance is not required for this position.
6.3     Work Location/Potential Access Requirements:

The Subcontractor shall determine and comply with the access requirements for each facility where services are to be performed.  The primary work locations will be 2261 Stevens, 1981 Snyder, and Federal Building in downtown Richland. 
6.4
Site Access and Work Hours

Hanford personnel at the Hanford Site work a standard 4/10 schedule.  The standard work week consist of ten (10) hours of work between 6:00 am and 4:30 pm, with one-half hour designated as an unpaid period for lunch, Monday through Thursday.

Work performed outside normal operating hours should be expected and shall be coordinated and/or approved through the BTR and/or the Contract Specialist prior to performing the work.
7.0
MEETINGS, SUBMITTALS

Subcontractor shall participate in all meetings as required by the Buyer’s Technical Representative (BTR).

8.0
SCHEDULE REQUIREMENTS

8.1
Schedule


Period of Performance 08/08/2016 – 09/30/2019*

* Period of Performance is based on the follow:

· 08/08/2016 – 09/30/2017 Base Period

· 10/01/2017 – 09/30/2018 Option Year

· 10/01/2018 – 09/30/2019 Option Year
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