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Hanford Openness Workshops Fact Sheet

Classified Information

Background

It is the mission of the Hanford Openness Workshops (HOW) to resolve issues impeding the
availability of information important to public health, the environment, understanding and de-
cision making at the US Department of Energy’s (DOE) Hanford nuclear site in southeastern
Washington state. This Fact Sheet outlines categories and levels of classified information used
by the federal government and some recent classification and declassification statistics.

Categories of Classified Information
Classified information falls into one of three groups:

Restricted Data is a special category of classified information primarily used by the US Depart-
ment of Energy. The Atomic Energy Act defines Restricted Data as “all data concerning 1)
design, manufacture or utilization of atomic weapons; 2) the production of special nuclear ma-
terial (such as plutonium); or 3) the use of special nuclear material in the production of energy.”
Most of Hanford’s classified historical records fit this category.

Formerly Restricted Data relates mainly to the military use of atomic weapons. Such data may
not be given to any other nation except under specially approved agreements.

National Security Information requires protection against unauthorized disclosure for reasons
of national defense or foreign relations. Information about Hanford’s security systems is an
example.

Levels of Classified Information

Once it is determined that information falls into one of the three above groups, a decision is
made about which level of protection is needed.

Top Secret is information of utmost importance to national defense and security. Its unautho-
rized disclosure could be expected to cause exceptionally grave damage to national security.
There are currently no Top Secret documents addressing Hanford operations stored on-site.

Secret is the level for information which, in the event of unauthorized disclosure, could be
expected to cause serious damage to national security. Most of the project-related documents

which are being classified are Secret.

Confidential is the lowest level of classified information. A small portion of the project-related
records being declassified are Confidential.
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The federal government also has different categories for unclassified information. Catego-
ries include Unclassified Controlled Nuclear Information, Applied Technology, Official Use
Only and Export Controlled. Although this information is technically unclassified, it is still
not generally available to the public. Some information may be exempt from public disclo-
sure under the Privacy Act.

DOE-Richland Document Classification and Declassification Statistics:

Fiscal Year 1996 1997 1998
Classification

Secret RD/FRD 26 61 143
Secret NSI 216 184 240
Confidential RD/FRD 22 121 337
Confidential NSI 272 228 325
Declassification 3,952 1,952 2,458

source: DOE-Richland Classification Office

For more information, see the Hanford Openness Workshops 1998 and 1999 Reports, avail-
able via the HOW address or electronically at the HOW web site.
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